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HNugopMmanonHasi naMATKAa V151 HECOBEPILLIEHHOJIETHHX 110 BOIIPOcaM

KuoepoesonacHocTH B cetH «HTEpHED)

KoMnblOTepHbIE BUPYCHI

KomnproTepHelii BHpPYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIMYHUTEIBHON
0COOEHHOCTBIO KOTOPOW SIBISIETCS CIIOCOOHOCTh K PAa3MHOXKEHHUIO (KONMMpoBaHMIO). B pomonHeHme k
9TOMY, BUPYChI MOT'YT MOBPCANTH WU INOJTHOCTBIO YHUUYTOKUTH BCC (1)aI>'IJIBI " JaHHBIC, IIOAKOHTPOJIbHBIC
10JIb30BATENI0, OT UMEHHU KOTOPOro OblIa 3alylleHa 3apak€HHas MpOrpaMma, a TakkKe MOBPEIUTb WU
Jla)K€ YHUYTOXKUTH ONEPALMOHHYIO CHCTEMY €O BCeMM (ailamMu B LeldoM. B OonbIIMHCTBE Cilydaes
PacnpoCTPaHsIOTCS BUPYChI Uepe3 NHTEPHET.

MeT0bl 3a1IIMThI OT BPEIOHOCHbBIX IPOIrPAMM

1. Hcnone3yil COBpEMEHHBIE OIEPAlMOHHBIE CHCTEMBI, HMMEIOLIME CEpPbE3HBIA YPOBEHb
3alUThl OT BPEJOHOCHBIX IPOTPaMM;

2. [loctossHHO ycTaHaBnuBail mnatyu (UUGpPOBbIE 3aIUIaTKU, KOTOPHIE aBTOMATUYECKU
YCTaHaBIMBAIOTCA C LEIbI0 JOPabOTKU MPOrpaMMbl) W Apyrue OOHOBJIEHMSI CBOEH OIepalioHHOM
cucrembl. CkaunBail UX TOJBKO C opuIMaIbHOTO caifita pa3zpaborunka OC. Ecnu cymiectByer pexum
aBTOMAaTUYECKOT0 OOHOBIIEHUS, BKIIOUH €T0;

3. PaboTaii Ha cBOEM KOMITBIOTEpPE MO/ MpaBaMH MOJIb30BATENA, a HE aIMHHUCTpATOpa. ITO
HE T03BOJIMT OOJBIIMHCTBY BPEAOHOCHBIX INPOrpaMM HHCTAJLIMPOBAThCS HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTHBUPYCHBIE HPOTPaMMHBIE IPOLYKTBI HM3BECTHBIX INPOU3BOAUTEICH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub GU3HUECKUI TOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIHLL;

6. Hcnonw3yil BHELIHME HOCUTENM MH(OpMAlMM, TakKue Kak Quierika, IUCK WM ¢ailn u3
WuTepHeTa, TOIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii KOMIIbIOTEpHBIE (Daiiiibl, NOTyYE€HHbIE U3 HEHAAEKHBIX MUCTOYHHUKOB. [laxke

Te (hailiibl, KOTOpbIE IPUCIal TBOM 3HAKOMBIN. JIyuIie yTo4HH y Hero, OTHpaBIIsy U OH Tebe ux.

Cern WI-FI

C nomoripio WI-Fi MOKHO MOJTy4nTh OECIIATHBIA WHTEPHET-IOCTYI B OOMICCTBEHHBIX MECTaX:
Kade, OTeNX, TOProBhIX IIEHTPAX M a’poropTax. Tak ke SBISeTCS OTINYHONM BO3MOXKHOCTBIO BBIXOJA B
NuTtepuer. Ho MHOTHE SKCIIEPTHI CYUTAIOT, 4TO 0oOmIeaocTynHbie WiFi ceTn He sSBIstoTCsl 0€30TacHBIMHU.

Cogerbl 10 6e30ACHOCTH PA00THI B 00IIEIOCTYINHBIX ceTsix Wi-fi

1. He nepenagaii cBoro nuunyto nHpOpManuio uepes obienoctynusie Wi-Fi cetn. PaboTas B
HUX, JK€JIaTeIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JJIOTUHBI U KaKUe-TO HOMEpa;

2. Hcnonb3yit 1 OOHOBISM aHTUBUPYCHBIE NMpOrpaMMbl M OpaHamaysp. Tem caMbIM Tbl
oOe3omnacuiib cedst OT 3aKaYKH BUpPYyCa Ha TBOE YCTPOUCTBO;

3. IIpu wucnons3oBanun Wi-Fi ortkmoun ¢ynknuio «OOmwuit moctyn Kk aitnam u
npunTepam». /lanHas QyHKUIUS 3aKpbITa 10 YMOJYAHHUIO, OJJTHAKO HEKOTOPBIE MOJIb30BATENI AKTUBUPYIOT

e€ i ynoO0CTBa UCIOJIb30BaHUs B paboTe UK yuede;
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4. He ucnions3yit my6nuuansiii WI-FI 11t mepenaun TUUHBIX TaHHBIX, HAPUMED, Ul BBIXOJA
B COLIMAJIBHBIE CETU WX B JIEKTPOHHYIO IIOUTY;

o. Hcnonw3yit Tospko 3ammiiernoe coeaunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-azpeca BBOIM UMEHHO «https://»;

6. B mo6unsHOM Tenedone otkmroun Gynknmioo «lloakmouenne k Wi-Fi aBromatnyeckmy.

He nomyckaii aBTOMaTH4eCKOTO MOAKIIOUEHUs ycTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

CounajbHble CeTH

ConmanbHast ceTb - 3TO CaWT, KOTOPHIA HPENOCTaBISET BO3MOXKHOCTH JIIOJSM OCYIIECTBISAThH
oOuieHne Mexay coOoil B mHTepHeTe. Yarie Bcero B HUX Ui KaXJJIOTO YEIOBEKA BBIIEISETCS CBOS
JUYHAs CTpPaHWYKa, HA KOTOPOH OH yKa3bIBaeT O ce0e paznuyHyro MH(GOpMAalMI0, HAauWHAas OT UMEHH,
bamMuuM W 3aKaH4YMBas JIMYHBIMU (QoTtorpadusiMu. MHOrHe NOJb30BaTENMd HE IOHUMAIOT, 4YTO
nH(popmalys, pa3MelleHHass UMU B COLMAIBHBIX CETAX, MOXKET ObITh HaiiJleHa U HCII0JIb30BaHA KeM

YTroJHO, B TOM YHUCJIC HE 00s3aTeNpHO ¢ OJaruMu HaMCpPCHUSAMU.

OcHOBHBIE COBETHI 110 0€30IIACHOCTH B COIMAJIbHbIX CETHAX:

1. Orpanuyb cOMCcOK Apy3ei. Y Te0s B Apy3bsiX HE JOJHKHO OBITh CIyJalHBIX U HE3HAKOMBIX
JTIOEH;

2. 3amuiai cBOI YacTHYIO W3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, AaTy TBOETO
POXIEHUST U JAPYryl0 JHUYHYI0 HMHPOpMaluio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh Jlaxke
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3amuinaii CBOI0 PemyTaIuio - IePKU €€ B YUCTOTE M 3a7aBail cebe BOmpOcC: XOTe ObI ThI,
yTOOBl JApYyrue IMOJIb30BATEeNM BHJENHM, 4YTO Thl 3arpyxkaeums? [logymail, mnpexzae uYeM YTO-TO
OMyOJMKOBATh, HAMKICATD U 3arPY3UTh;

4. Ecnu Th1 rOBOpULIB C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE peallbHOE UMS U
JPYTyIo JIUYHYIO HHPOPMAIH: UMsI, MECTO KHUTEJIbCTBA, MECTO y4eObl U Mpouee;

5. N36eraii pazmemnienus dotorpaduii B MIHTEpHETE, e Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOIl MOXHO OTPEJETUTh TBOE MECTOTOJI0KECHHUE;

6. [Ipn peructpanuu B COIMAIBHOM CETH HEOOXOJUMO HCIOIb30BAaTh CIOXKHBIE MapoJiy,
cocrosiue U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MeHee §;

7. Jlisa couuanbHOM CETH, MOYTHI U JPYTUX CAHTOB HEOOXOIMMO HCIOJIb30BATh pPa3HbIC
naponu. Toraa ecnu Te0s B3IOMAIOT, TO 3I0OYMBIIUICHHUKH MOTy4YaT JOCTYH TOJBKO K OJTHOMY MECTYy, a

HE BO BCE Cpasy.

JJIEKTPOHHDLIE IeHLI'H

QHGKTpOHHLIC JCHBI' — O3TO OYCHb y,[[O6HLII>i croco0 HJ'IaTe)KefI, OJIHAKO CYyHICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT NOJYYHUTDb 3TU ACHBI'U.
3J'ICKTpOHHLIC JCHBI'M IIOABUIHNCH COBCEM HCIJAaBHO W HMCHHO MH3-3a OTOI0O BO MHOI'HX

rocyaapCrBax 40 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKIHMOHUPYIOT U O HUX Y)K€ IMPOIHCAHO B 3aKOHE, TJI€ UX PA3JAeNAIoT Ha
HECKOJIbKO BHJIOB - aHOHMMHbBIE U HE aHOHMMHbIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi MPOBOAWTH Omepauuu 0e3 WACHTH(PHUKAIWK TOJb30BaTEeNsd, a B HE aHOHUMHBIX
UICHTU()HUKAITIY TTOJIH30BATEIS SBISIETCS 00sS3aTEIbHOM.

Taxke creayeT pa3nmudarh ICKTPOHHBIC (pUaTHBIC NEHBTH (PaBHBI TOCYAPCTBEHHBIM BaTIOTaM) U

AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PABHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30I1aCHOH PadoTe ¢ 3JIeKTPOHHLIMHU J€HbTaMH

1. [IpuBsixu K cuery MOOWIBHBIN TenepoH. DTO camblii yHOOHBIM M OBICTPBIA C€HOCOO
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBsizanHbIil TenedoH MOMOXKET, €Cclu 3a0yellb CBOW IUIATEKHBIN
MapOoJIb WM 3aiiIelIb HA CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonw3yit ogHopaszoBsie maponu. Ilocie mepexoma Ha yCUIIEHHYIO aBTOPH3AIMIO TeOe
YK€ He OYJIeT yrposkaTh OMACHOCTh KPAayKU WJIM NepexBaTa IIaTeKHOTo Hapois;

3. Bri6epu cnoxnblif naposb. [IpectynHukam Oyner He MPOCTO yraiaTh CIOXHBIA MapoJb.
HanexxHble maposin — 3TO mapoJiv, KOTOPhIE COIEPKAaT HE MEHee 8 3HAKOB U BKIIIOYAIOT B c€0s1 CTPOUHBIE
U TpomHCcHble OYyKBBI, LHU(PHI M HECKOJBKO CHMBOJIOB, TaKHe KaK 3HaK Jojuiapa, (yHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hanmpumep, StROng!;;

4, He BBOIM cBOM JIMUHBIE TaHHBIE HA CATaX, KOTOPBIM HE JIOBEPSICIb.

JEeKTPOHHAS II0YTA

DNeKTpOHHAas MOoYTa — 93TO TEXHOJOTHS M MPENOCTaBiIsieMble €0 YCIYI'M IO MEepechbUIKe U
MOJIyYEHHUIO DJIEKTPOHHBIX COOOIICHUH, KOTOpBIE paclpelessiioTcs B KOMIIbIOTepHOH ceTu. OObIYHO
AJIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSIUT ClEIYIOIUM 00pa3oM: KM IOJb30BaTEISI(@UMS_JTOMEHA.
Taxxke kpome nepeaur MpoOCTOro TeKCTa, UMEETCS BO3MOKHOCTD IiepeaBaTh (ailsibl.

OcHOBHBIE COBETHI 10 0€30IACHOM padoTe ¢ IJCKTPOHHON NOYTOM:

1. Hamo BbIOpaTh mpaBUiIbHBIN MOYTOBBIM cepBHC. B MHTepHETE €CTh OrpOMHBINA BBIOOD
OecCIJIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4IlIe TOBEPSITh TEM, KOTO 3HACIIb U KTO MEPBbIN B pEHTHHIE;

2. He yka3piBaii B nuuHOW moure nuuHyro uHbopmanuio. Hampumep, mydiie BbuIOpath
«MY3bIKIbHBIN _(paHaT@» uin «pok2013» BMecTo «remal3»;

3. Hcnonb3yit IByXATaMHYIO aBTOPU3aLMI0. DTO KOTJa MOMUMO Mapojsi HYKHO BBOAHUTH KO/,
npuckLIaeMblid 1o SMS;

4. Boibepu cnoxxHblii maposib. s KakIOro IMOYTOBOTO SIIMKA JOJDKEH OBITh CBOU

HaJICKHBIM, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ectb BO3MOXKHOCTH HamucaTbh CaMOMY CBOW JIMYHBIA BOIIPOC, MCHOJIB3YH 3Ty
BO3MOYKHOCTD;
6. Hcnonb3yil HECKOIBKO MOYTOBBIX SAIIMUKOB. IlepBbIi Ui 4YacTHOM TNEPENUCKUA C

azipecaTaMM, KOTOPBIM ThI IOBEPSIEIIb. JTO NEKTPOHHBIN aipec HE HAJ0 UCIOJb30BaTh MPU PETUCTPALIUU
Ha Qopymax H caiiTax;
7. He otkpsiBaii (hailiiel ¥ Jpyrue BIOKEHUS B MHCbMax Jake €CIM OHU MPUILIH OT TBOUX

npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTA JIM OHU TeOe 3TU (haiibl;
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8. [Tocne okoH4anusi pabOTHI HAa IOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJIKUA C CAUTOM He

3a0y/ib HAXKATh Ha «BBIATHY.

Kuoep0y/JUIMHI WX BUPTYAJbHOE H3/1€BATEILCTBO

KubepOymnuar — mpecienoBaHue COOOIIEHUSMH, COACPIKAIIMMU OCKOPOJICHHS, arpeccHro,
3aIllyruBaHuEC; XYJIUTaHCTBO, COIIUAJIBHOC 6OI\/JIKOTI/IpOBaHI/Ie C IOMOIIBIO PA3JIMYHBIX UHTCPHET-CCPBUCOB.

OCHOBHbBIE COBETHI [0 00PL0E ¢ KHOEPOVIJIMHIOM:

1. He 6pocaiics B 60ii. Jlydmmii crioco0: mocoBETOBATHCS Kak ceOst BECTU U, €CIIH HET TOTO, K
KOMY MOXHO OOpaTUTbCs, TO BHAdaje YCIOKOUThCA. Eciu Thl HauHelb OTBEYaTh OCKOPOJEHUSMH Ha
OCKOpOJIEHUS, TO TOJIBKO €1lle 00JIbIIEe PA30AIKEIIb KOHPIHKT;

2. VYmpasnsii cBoel kubeppenyraiuei;

3. AHOHMMHOCT, B ceTH MHuUMas. CymiecTByIOT CInocoObl BBIICHUTh, KTO CTOMT 3a
AQHOHUMHBIM aKKayHTOM;

4. He cTout Bectu xynuranckuii o0pa3 BUpTyaibHO ku3HU. IHTEpHET dukcupyeT Bce TBOU
JEUCTBUS M COXPAHSET UX. Y IAJUTh UX OyAeT KpailHe 3aTpyTHUTEIHHO;

5. Benu ce0st BEXKIIUBO;

6. Urnopupyit eaunuunblii HeratuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOIIEHMS Tydlle
urHopupoBaTh. OOBIUHO arpeccusi MPeKpalaeTcsi Ha Ha4aJIbHOM CTaaNu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITMATIBHBIX
CEeTAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKU COOOIIEHUH C ONPE/IEIEHHBIX aJpECOB;

8. Ecim 11  cBuzmerens  kubOepOyuimHra. TBou  OEeHCTBUS:  BBICTYNMTb  IIPOTHB
npecienoBarens, Moka3aTb €My, YTO €ro JeHCTBHsS OICHMBAIOTCS HEraTUBHO, INOJJIEPKaTh >KEPTBY,
KOTOPOH HY)KHa IICUXO0JIOTWYECKask MOMOILb, COOOIIUTE B3pOCIBbIM O (haKTe arpecCUBHOIO NOBEICHUS B

CCTH.

MoounabHbli Tegaedon

CoBpemeHHbIE CMapT(HOHBI U IJIAHIIETHI COAEepkKaT B ce0e BIIOJIHE B3pOCIbIA (PyHKIMOHAT, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMH KOMITbloTepamMu. OHAKO, CPEACTB 3alUThI IS
MOJ0OHBIX YCTPOUCTB MOKA OUEHBb Masio. TecTupoBaHHE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE TaK
uHTeHCUBHO, Kak a7 1K, To jxe camoe kacaeTcsi 1 MOOMIIbHBIX MTPHIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3epbl YK€ MPAaKTUYECKU JOTHAIH HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenne QyHKImoHaa BiaedeT 3a co00# OOJIBIIYIO CI0XKHOCTh U MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He BCe TMPOU3ZBOJAUTENM BBHIMYCKAIOT OOHOBIIGHHUS, 3aKPHIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /LISl 0€30MACHOCTH MOOWJILHOIO Tesiedona:

1. Bynp octopokeH, Beap Koraa Tebe mpeiaraloT OecruiaTHbIM KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KaKHe-TO TUTATHBIE YCIIYTH;

2. Hymait, mpexxae ueM otnpaButh SMS, poTo nnu Buaeo. Thl TOUHO 3HAEMIb, T/Ie OHU OyIyT
B KOHEYHOM HTOTE?

3. Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;



¢$) POCKOMHAJ30P

4. Hcnonp3yit aHTUBUPYCHBIE POTPAMMBI JJ1s1 MOOMJIBHBIX TeNEe(OHOB;

o. He 3arpyxail npuioXeHHs OT HEHM3BECTHOI'O HCTOYHMKA, BEIb OHU MOIYT COJEPKATh
BPEIOHOCHOE IPOrPAMMHOE 00ECIIEYECHUE;

6. [locne Toro Kaxk ThI BBIHACHIb C caiTa, TJe BBOAWJ JMYHYIO HWH(POpMAIMIO, 3aliu B

HacTpoiiku Opay3epa u yaanmm cookies;

1. [Tepuoanuecku npoBepsii Kakue MIaTHbIC YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOif HOMEp MOOMIJIBHOTO TeJedoHa TOIBKO JIOIIM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpSIEIIb;

9. Bluetooth nomxen ObITH BBIKITIOYEH, KOTJIa ThI UM HE TOJb3yelibes. He 3a0biBail nHOTIA

IIPOBEPSATH ATO.

DUINMHT WM KPAaKa JUYHBIX JAHHBIX

I'maBHas wuenp @uumuuHr - BuAa VHTepHET-MOIIEHHHYECTBA, COCTOMT B  IOJIyYEHUH
KOH(UIEHIIMAIBHBIX JaHHBIX MOJb30BaTeNell — JIOrMHOB U mapojeil. Ha anrmumiickom si3bike phishing
yutaercs kKak QuiuHr (oT fishing — pei6Hast noBis, password — napouib).

OCHOBHBIE COBETHI 110 00pPL0E ¢ GUINTUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciii ThI Mo103peBaeIib, 9To TBOSI aHKeTa ObLTa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBAThH €€ U COOOIINTh aJIMHHUCTPATOPaM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonw3yit O6e3omacHbie BeO-CallThl, B TOM YHCJEC, WHTEPHET-MAara3uHOB M TTOMCKOBBIX
CHCTEM;

3. Hcnonws3yit ciioKHBIE W pa3Hble Mapoiau. TakuMm oOpa3oM, eciu TeOs B3JIOMAaT, TO
3JI0YMBITIIJICHHUKH TOJTYYaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPOMUITIO B CETH, 8 HE KO BCEM;

4, Eciu Tebs B3momanu, T0 HEOOXOIUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
noGaBiieHbl 'y TeOsS B APY3bAX, O TOM, 4YTO TeOs B3JOMalld M, BO3MOXHO, OT TBOETO MMEHHU OyneT

PaCChblIAThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IH1"0BBIG CaﬁTBI;

5. VYcranoBu HanexHbIH maposb (PIN) Ha MOOMIIbHEIHN TenedoH;
6. OTKIIIOYM COXpaHEHUE MMapoJisi B Opaysepe;
7. He otkpsiBaii (hailiibl ¥ Jpyrue BIOKEHUS B MHChbMaX Ja)Ke €CIU OHU MPHUILIH OT TBOUX

npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (aiiibl.
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